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Thi€u Hoa, ngdYil{ thdng 6 ndm 202i

Internet.

- L6 h6ng b6o mat cYE-2023-24g41 trong windows Network File

System cho ph6p dOi tuqng tAn c6ng thUc thi md ttr xa' \

- L6 h6ng b6o mpt CYE-2023-24I32 trong secure Boot 
"n". ,l:q 

^u51
tusng rA" ;6,,*,h;qfriO" t6" c6ng vust qua co ch6 b6o mpt (Bvpass)' LO h6ng

nay da dugc c6ng b6 rQng rdi tr6n Internet'

- L6 h6ng b6o m?t Cy}-2023-2g344trong Microsoft office cho ph6p tl6i

tugng t6n c6ng thgc thi md ttr xa'

- f5 hong b6o mpt CYE-2023-24}53 trong Microsoft Excel cho ph6p d6i

tugng t6n c6ng thr,rc thi md ttr xa'

(Th6ng tin chi tirSt cdc 6 hang bdo mdt c6 tsi Phw luc kdm theo.)

D6 tang cubng chu dQng phdng ngira 
"6:,fr!ro 

m6t'11??1119ts-11'?i

.a. G;#G,rro"g"ri" ctn' ci;d* ii, 6ia-,40. Trung t^m Y tc rhiCu H6a dO

"gf,i.a. 
khlu, ph;.rg, tr?my td citcxA, thitr6n thgc hieh nhtng noi dung sau:

D0c l6p - Tu do - H4nh Phuc

Kinh gui: C6c khoa, phdng, trpm y 6 chcxA' thi tr6n

^dfi 
/

Thlrc hi6n c6ng v6n s6 114/TTCNTT&TT-QTHT vd viQc ,"y b6o 15

h6ng b6o mpt 6nh fr'ucrng cao vd nghi6m trgng trong c1c shn phAm Microft

c6ng bO tfr6ng 512023. . {

can cir c6ng v6n s6 T2}]]ATTT-NCSC ngay $1512023 v6 viQc c6nh 10

h6ng b6o mQt aril t rrOrrg cao vir nghiOm tt-oig trgng c6c san ph?* YYoto^ft

"# ;5",hd osoozl cua Cpc e! toen thong tin, BQ Th6ng tin vi rruvcn

th6ng. Theo d6, lgdy 0910512023, Microso{ aa. ph6t hdnh danh s6ch b6n v6

th6ng 05 v6i lg ro'#n* la" ,,,a, ttoge cdc shnpna- c[ra minh' Bin phat hanh

th[ngndy dflc biQt d6n[ chir y c6c 15-t otg b6o m?t c6 mirc 6nh hu&ng cao v]r

nghiOm trong 5au:

- r-5 hong b6o mat cvE -2023-24955 trong Microsoft SharePoint Server

cho ph6p d6i tugng tAn c6ng thUc thi md tir xa'

- 02 15 h6ng b6o mQt CYE-2023-2I336, CVE-2023-24902 ttTg11tl??l

.r.,o pr,ii ;;i ffi; tan .O"g thtrg hiQn t6n cong ndng cao d{c quven' L6 hong

ndy dang bi khai thSc trong thgc t6'

- L6 h6ng b6o mpt CYE-2023-21325 trong Windows OIF cho ph6p d6i

tusng A;aG thsc thi md tir xa. L6 h6ng ndy dd dusc c6ng bO rQng rdi tren



1. Ki6m tra, rd so5t, x6c dinh m6y sri dpng hQ di6u hanh Windows c6 kh6
ning bi anh hu&ng bbi _cdc 15 h6ng b6o mdt dugc c6ng bo trcn. Thgc hiQn cap
nhpt b6n vdb/o mpt ddi voi cdc 15 hong ndy kfp thdi dc trilnhnguy co bi t6n
c6ng. Hu6ng d6n k! thuQt c6ch thric thuc hipn chi ti6t eOi vOi 15 hOng bho mQt

2. Tdng culng giSm s6t hopt dQng c5c hQ th6ng th6ng tin vd.sfri sdng
phuong 6n xti ly rU cO t t i ph6t hiQn co ddu hiQu bi khai th5c, t6n c6ng m?ng;
d6ng,thoi thucrng.xuyCn theo d6i k6nh c6nh bilo cin cdc co quan chric l6ng vd
circ t6 chric 16n vC an todn thdng tin d6 ph6t hiQn kip thoi c6c nguy co t6n c6ng
m?ng.

Trong qu6 trinh thuc hiQn, n6u gAp kh6 khin, vu6ng mdc vC k! thupt 1i6n
quan d6n c6c nQi dung, c6ng viQc tr6n dO nghi li6n hQ v6i Trungfim C6ng
nghe th6ng tin vd Truyon th6ng Thanh H6a (co quan thadng tnyc iila DOi *ni
ctru sa ,6 on todn th6ng tin mgng cila tlnh) daphdi hqp [6 tro, xri 1)7. Die;
thopi: (0237)3718.699, Thu di6n tir: ungcuusuco@thanhhoa.gov. Vn.

- NhQn dugc c6ng vdn niy dA nghf c6c khoa, phdng, trqm y t6 cdc xa, thi
tr6n tri6n khai thpc hi6n nghiCm tuc.

tai dia chi: https:llattt.thanhhoa. gov.vn
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