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V/v canh bao 15 héng bao mat
anh huéng cao va nghiém
trong trong cac san phém
Microft cong bb thang 5/2023

Kinh gui: Céac khoa, phong, tram y té cac x4, thi trin

,, Thuc hién cong van s 114/TTCNTT&TT-QTHT vé viéc c:émh béo 16
hong bao mat anh hudng cao va nghiém trong trong cac san pham Microft
cong bo thang 5/2023.

Can ctir Cong van s6 729/CATTT-NCSC ngay 15/5/2023 vé viéc canh 10
héng bao mat anh hudng cao va nghiém trong trong cac san phém Microsoft
cong bd thang 05/2023 ctia Cyc An toan thong tin, Bo Thong tin va Truyén
thong. Theo do, ngay 09/05/2023, Microsoft dd phat hanh danh sach ban va
thang 05 voi 38 15 hong bao mat trong cac san phém ciia minh. Ban phat hanh
thang nay dic biét dang chu y cac 16 hdng bao mat c6 muc anh huong cao va

nghiém trong sau:

- L6 h’(;)ng bao mat CVE-2023-24955 trong Microsoft SharePoint Server
cho phép d6i tugng tan cong thuce thi ma tu xa.

- 02 16 hong bao mat CVE-2023-29336, CVE-2023-24902 trong Win32k

/4 r I4

cho phép doi tugng tan cong thye hién tin cong nang cao dac quyén. L3 hong
nay dang bi khai thac trong thuc té.

- Lf) héng bao mat CVE-2023-29325 trong Windows OLE cho phép d6i
tugng tan cong thuc thi ma tir xa. L5 hong nay da duoc cong bod rong rai trén
Internet.

_ L3 hong bao mat CVE-2023-24941 trong Windows Network File
System cho phép doi tugng tan cong thyc thi ma tur Xa.

- LS hong bao mat CVE—2023—24932 trong Secure Boot cho phép Wd(‘)i
tugng tan cong thuc hién tin cong vuot qua co ché bao mat (Bypass). Lo héng
nay da dugc cong bo rong rdi trén Internet.

- L’S hong bao mat CVE-2023-29344 trong Microsoft Office cho phép d6i
tuong tan cong thue thi ma tur xa.

- L,S hong bao mat CVE-2023-24953 trong Microsoft Excel cho phép d6i
tugng tan cdng thuc thi ma tur xa.

(Thong tin chi tiét cac 16 héng bdo mdt ¢6 tai Phu luc kém theo. )

DPé tang cuong chii dong phong nglra cac rii ro mat an toan thong tin tai

cac hé thdng thong tin cua cac don vi, Giam déc Trung tam Y té Thiéu Hoa dé
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nghi cac khoa, phong, tram y te cac x4, thi tran thuc hién nhiing ndi dung sau:



1. Kiém tra, ra soat, x4c dinh maéy str dung hé diéu hanh Windows c¢6 kha
nang bi anh hudng béi cac 16 hong bao mat duoc cong bd trén. Thuc hién cap
nhat ban v4 bao mat dbi véi cac 16 hong nay kip thoi dé tranh nguy co bi tan
cong. Huéng dan k¥ thuat cach thirc thuc hién chi tiét dbi voi 15 héng bao mat
tai dia chi: https://attt.thanhhoa. gov.vn

2. Tang cudng giam sat hoat dong cac hé théng thong tin va san sang
phuong an xtr ly sy 6 khi phét hién co dau hiéu bj khai thac, tn cong mang;
dong thoi thuong xuyén theo doi kénh canh béo clia céc co quan chirc nang va
céc t6 chirc 16n vé an toan thong tin dé phat hién kip thoi cac nguy co tan cong
mang.

Trong qua trinh thuc hién, néu gip khé khin, vuéng méc vé k¥ thuat lién
quan dén cac noi dung, cong viéc trén dé nghi lién hé véi Trung tAm Cong
ngh¢ thong tin va Truyén théng Thanh Hoéa (co quan thiong truc cua Doi ing
cliu sw ¢o an toan théng tin mang ciia tinh) dé phdi hop hd tro, xir ly. Pién
thoai: (0237)3718.699, Thu dién ti: ungcuusuco@thanhhoa.gov. Vn.

Nhén duge cong van nay dé nghi cac khoa, phong, tram y té cac x4, thi
tran trién khai thuc hién nghiém tuc.
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